B SALIENT SYSTEMS TROUBLESHOOTING TIPS

CompleteView Troubleshooting: Web Client Will Not Display Cameras

1. Confirm that the Internet Explorer Security Settings are configured for both Internet and Local Internet on the
client workstation.

CompleteView’s Web Client uses an ActiveX control for the display of video. It may be necessary to modify the
Internet Explorer security settings on the computers access CompleteView’s Web Client to allow the ActiveX

control.
Internet Options =
General | Security |Privacy I Content I Connections I Programs I Advanced |
[ ] Open MICI’OSOft Internet EXp/OI’EI’ Web browse r. Select a zone bo view or change security settings,
= P -
e Click the Tools button or menu, and then select Locelintranet.  Trusted sites  Restricted
Internet Options. Internet
@ This zoni is folr Intdernet wel?jsitezl, Siees
. . [l isted in trust
e Click the Security tab. rectricted sanes. o
Security level For this zone
° Se|ECt the Internet zone. Allowed levels For this zone: Medium to High
. . . Medium-high
e Under the Security Level section, click Custom - Appropriste For most webstes
— - Prtomﬁts before downloading potentially unsafe
conten
LeVel : - Unsigned Activer conkrols will not be downloaded
. . . Enable Protected Mode {requires restarting Internet Explorer)
e Using the scroll bar, locate the settings shown in c
Default level
the table below and change to the correct setting
|' t d C| k OK Reset all zones bo defaulk level
Isted. ClIiC .
e Next, select the local intranet zone and run ok [ cancel ][ spply

through the same settings to make sure they are
configured as well.

r Security Settings - Internet Zone @
Windows Security Setting Description Correct Setting Settings
Allow previously unused ActiveX controls Enable B © Enable ~
o h |#| Dovnload signed Activel controls
to run without prompt © Disable
j () Enable {not secure)
Allow Scriptlets Enable @ Fromst (recemmended)
Display Video and animation on a Enable |9 Download unsigned Active) controls N
() Disable {recommended)
webpage that does not use external © Enable (nat secure)
i =
medlal player || Initialize and script ActiveX controls not marked as safe for s
Download signed ActiveX controls Prompt @ Disable (recommended)
. . 7)) Enable {nat secure)
Download unsigned ActiveX controls Prompt © Prompt
ape e . . | Run Activel controls and plug-ins
Initialize and script ActiveX controls not Prompt © Administrator approved ]
marked as safe for scripting T .
—
Run ActiveX controls and p/ug-ins Enable *Takes effect after yvou restart Internet Explorer
Reset cuskom settings
Resst to: Mediurn-high (default) v] [ Reset... ]
[ QK ] ’ Caneel
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2. Confirm that the Active X Control is installed properly. You can click on tools and manage add-ons to see if it is
installed properly. You should have listed CVVideo Class and it should show the status as Enabled.

Manage Add-ons |

View and manage your Internet Explorer add-ons

Add-on Types Name | Publisher = | Status | File date | Version &~
Adobe Systems Incorporated

& Toolbars and Extensions
)‘; Search Providers Shockwave Flash Object Adobe Systems Incorporated Enabled 6/29/2011 &:34 ... 8.0.24.0

[z Accelerators (Not verified) Salient Systems Corporation
€3 InPrivate Fitering

(Mot verified) Salient Systems Corporation Enabled

Adobe Systems, Incorporated -

Adobe PDF Adobe Systems, Incorporated Enabled 6/19/2010 12:34... 9.3.3.177
Adobe PDF Link Helper Adobe Systems, Incorporated Enabled 6/19/2010 12:29... 9.3.3.177
Adobe PDF Conversion Toolbar Helper Adobe Systems, Incorporated Enabled 6/19/2010 12:34... 9.3.3.177
SmartSelect Class Adobe Systems, Incorporated Enabled 6/19/2010 12:34... 9.3.3.177
Microsoft Corporation
Show:
ICurrently loaded add-ons j Jq Bing Bar Microsoft Corporation Enabled 7712011 F’:31I PM ?.D.S22.P '|

CVVideo Class
(Mot verified) Salient Systems Corporation

Version: 3.7.2.2 Type: ActiveX Control
File date: Search for this add-on viz default search provider
Mare information

Disable |

Find more toolbars and extensions... a
Learn more about toolbars and extensions lose

3. If the Active X Control has been installed, confirm that port exceptions for CompleteView Web Client (default
TCP 8080) and CompleteView Data Port (4242) have been added to any active firewall(s) on the CompleteView
server that is recording video. Additional port exceptions for other CompleteView Applications can also be
added, these ports are as follows: TCP 4243, 4250, and 4255. You can find the instructions to add exceptions to
the Windows Firewall below.
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Windows XP Firewall Settings % controtPanet

Ele Edt View Favortes Tools Help &

(€] ) B D seach [ roisers | [ (i@ Folder sync

e Open Control Panel by clicking Start then Control | i o cmims I8«
P anEI- Control Panel ) G’ % _D ‘ﬁ? % ﬁ ;\‘)

Accessibilty  Add Hardware  Addor  Administrative  Automatic  ANIS Media  Date and Time
or

[B Switch to Category View Options Tooks Updates Control
- @ - - x p
o e e 5
See Also ‘gi e =

e Click Windows Firewall to open the firewall

Display Falder Options. Fonts Game Indexing Internet Java
% Windows Update Contrallers Options Options
setti ngs. @) Help and Suppart . I “ @ E‘h ‘%
H@ = S
Keyboard ail Mouse Network  Phomeand  Power Options  Printers and
Connections. Madern ... Faxes
. S 2 @ ) e
a e =2 9 /B
QuikTime  Regionaland Scannersand  Scheduld  Securty  Soundsand  Speech
Language ... Cameras Tasks Center Audio Devices
(- I 5
@ ¥ 4 € 0 @& <
Symantec System  Taskbarand User Accourts  Windows windows wireless
LiveUpdate Start Manu CardSpace Firgwall Netwark Set...

e Select the Exceptions tab then click Add Port to
add an exception. General | Exceptions | Advanced|

windows Firewall is blocking incoming network connections, except for the
programs and services selected below. Adding exceptions allows zome programs
to work, better but might increaze pour zecurity risk.

Programs and Services:

A
=] ent

BlackBemy Desktop Software

BlackBery Desktop Software Wirsless Music Spne data transfer

BlackBermy Desktop Software wireless Music Spnc data transfer N

BlackBemy Desktop Software Wirsless Music Syne discovery

BlackBemy Desktop Software Wireless Music Sync discoveny

Bonjour Service

Completetiew Server

[ File and Printer Sharing

Intemet Explorer

I 1P | il )
[ ddPogam.. | [ addPot. || Edt. || Delete

Dizplay a notification when ‘Windows Firewall blocks a program

Wwhat are the rigks of allowing exceptions ?

Add|a Port gl ok [ cancel

Uze these settings to open & port through Windows Firewall. Ta find the port
nurmber and protocol, conzult the documentation for the program or service pou
wank to uze.

e Onthe Add a Port dialog box enter “CV Data” as the
Mame: ‘W Data ‘ Name; enter 4242 as the Port Number; set the Protocol
‘ to TCP. Click OK to add the port exception.

Bort humber: ‘ 4242

“what are the nisks of opening a port™

] et
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Add a Port %]
e Click the Add Port button on the Windows Firewall Ueeth _ et Windonss Fiowall. To fid th
. . 3e these sethings to open a pork throug indawws Firewall. Ta hnd the part
Exceptions tab to add another port exception. On the rumber and protocol, conzult the documentation for the program or service pou
Add a Port dialog box enter “CV Command” as the want o use.
Name; enter 4243 as the Port Number; set the

Protocol to TCP. Click OK to add the port exception.

Mame: |C‘V’ Carmmard ‘

Bort humber: |4243 ‘

®ICP ) UDF

What are the rizks of opening a port?

T

, , _ Add a Port X]
e Click the Add Port button on the Windows Firewall —
Exceptions tab to add another port exception_ On Uze theze settings to open a port through YWindows Firewall. Tao find the port
. “ . . rumber and protocol, congult the documentation for the program or zervice pou
the Add a Port dialog box enter “CV Admin Service R—r— use.p pred !

as the Name; enter 4255 as the Port Number; set the
Protocol to TCP. Click OK to add the port exception.

Mame:; |E“‘u" Admin Service |

Paort number; |4255 |

®ICH O UDP

What are the rizks of opening a port?

5 o ]

Add a Port X
e Click the Add Port button on the Windows Firewall _ _ _ _

. . Uz these settings to apen a port thraugh “Windaws Firewall. To find the port
Exceptions tab to add another port exception. On nurnber and protocal, consult the documentation for the program or service you
the Add a Port dialog box enter “CV Config Server” wark bo use,
as the Name; enter 4250 as the Port Number; set
the Protocol to TCP. Click OK to add the port
exception. Mame: |E'v'l Canfig Server |

Port number: |425':I |

I UDP

Wwhat are the risks of opening a port?

5] [cores
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e Click the Add Port button on the Windows Firewall
Exceptions tab to add another port exception. On the
Add a Port dialog box enter “CV Web Service” as the
Name; enter 8080 as the Port Number; set the
Protocol to TCP. Click OK to add the port exception.

e C(Click OK on the Windows Firewall dialog
to save the changes.

TROUBLESHOOTING TIPS

Add a Port x|

ze these zettingz to open a port through Windows Firewall. To find the port
number and protocol, consult the documentation for the program or service you
want to use.

Mame: |E‘\-"Web Service |

Part nurber: | a0a0 |

& TCP ) UDP

“What are the risks of opening a port’?

=

= Windows Firewall

Gemeral | Exceptions | Advanced

Windaws Firewall iz blacking incoming netwark connectionz, except far the
programs and services selected below. Adding exceptions allows some programs
to wiork, better but might increase pour security risk.

Programz and Services:

MName L
CV Admin Service

C Command

CW Carfig Server

C Diata

W web Server

[ File and Printer Sharing

Intermet Explorer

1P Ultility

1P Litiliy

1P Ultility

A 1P 1 ilt b

[ sddProgiam.. | [ AddPot.. ][ Edt. | [ Delet

Dizplay a notification when windows Firewall blocks a program

“what are the risks of allowing exceptions?

oK ] [ Cancel
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Configuration of Windows Firewall on Windows 7

e Open Control Panel by clicking Start

then Control Panel.

e Open the Security options by clicking

System and Security.

e Click Windows Firewall.

e Click Advanced Settings.

TROUBLESHOOTING TIPS

i
v

u@v“ﬁ + Control Panel »

Adjust your computer's settings

System and Security
Review your computer's status
Back up your computer

Find and fix problems

Network and Internet
View network status and tasks
Choose homegroup and sharing options

Hardware and Sound
View devices and printers
Add a device

Programs

Uninstall a program

8

X

= | +4 ||| Search Controt Panet
View by:  Category =

User Accounts and Family Safety
Iﬂl‘l

iy Set up parental controls for any user

Add or remove user accounts

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

Clock, Language, and Region
Change keyboeards or other input methods
Change display language

Ease of Access
Let Windows suggest settings
Optimize visual display

Appearance and
Personalization

System and Security :
Metwork and Internet

Hardware and Sound

Clock, Language, and Region

@uo|¢3 + Control Panel » System and Security »

Control Panel Home

Xw Action Center

Review your computer's status and resolve issues
Troubleshoot commen computer problems

ﬁ Windows Firewall
Check firewall status Allow a program through Windows Firewall

= |4, |[ search Control Panel

'&' Change User Account Control settings
Restore your computer to an earlier time

Programs Windows Firewall
User Accounts and Family E:—& System | set firewall security options to help
Safety T View amou| protect your computer from hackers eck the Windows Experience Index

@\ Allow re and malicious software,

mputer | B Device Manager

[&p Windows Update

Turn autematic updating on or off

Check for updates | View installed updates

=1 E=g <=

@Uv|ﬂ » Control Panel

Control Panel Home

Allow a program or feature
through Windows Firewall
Change notification settings

Turn Windows Firewall on or
off

Restore defaults
Advanced settings
Troubleshoot my network

» System and Security » Windows Firewall

- |¢'v, | [ Search Control Panel D]

®

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer

through the Internet or a network.

How does a firewall help protect my computer?

What are network locations?

l @ Home or work (private) networks

Connected |

Metworks at home or work where you know and trust the people and devices on the network

Windows Firewall state:

Incoming connections:

Active home or work (private) networks:

MNotification state:

On

Block all connections to programs that are not on
the list of allowed programs

.
lim salientsys.com

Metify me when Windows Firewall blocks a new
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° Select Inbound Rules. W Windows Firewall with Advanced Security
File Action View Help
e Click New Rule.
@ Windows Firewall with Advance BEaT |0 Actions
Inbound Rul -
g g ;“" d”RET Mame Group Profile  Enabled  Action Inbound Rules -
utbound Rules E -
%, Connection Security Rules || (@ 3Com PXE Boot Server Private.. Ves Allow K3 NewRule..
> B, Monitoring (@)3Com PXE Boot Server Private.. Ves Allow || 7 Fitter by Profile N
DHCP Server for Windows Domain  Ves Allow
@ DHCP Server for Windows Private  Yes Allow W Filter by State '
(&) DHCP Server for Windows Public Yes Allow 7 Filter by Group 4
DHCP Server for Windows Domain  Ves Allow View »
DHCP Server for Windows Private  Ves Allow
. G| Refresh
DHCP Server for Windows Public Yes Allow -
(8 symantec Antivirus Private  Ves Allow |5 BxportList..
h Cuommamtar Anbiirne Drivata  Var Alless F oo
. @ New Inbound Rule Wizard (=30l
e Select Port and click next.
Rule Type
Select the type of firewall rule to create.
Steps:
s Rule Type wihat type of rule would you like to create?
» Protocol and Ports
@ Action ) Program
Profile Fiule that controls connections for a prograrn.
Mame @ Pont
Rule that controls connections for a TCP or UDP port.
! Predefined:
EranchCache - Content Retrieval [Jses HTTR|
Fiule that controls connections for a ‘Windows experience.
) Custom
Custom rle.
Learn more about rule types
< Back Mest » ] [ Cancel
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e Enterin the following ports as Specific
Local Ports and click next.
a. 4242 —Data
4243 — Command
4250 — Config Server
4255 — Admin Service
8080 — Web Server*
*QOptional

Poogo

e Select Allow the connection and
click next.

TROUBLESHOOTING TIPS

0 Mew Inbound Rule Wizard
Protocol and Ports

Specify the protocolz and ports to which this ule applies.

Steps:
Rule Type Does this rule apply to TCP or UDOP?
Protocol and Ports @ TCP
Action upp

@ Frofile

@ Mame

[roes this rule apply to all local ports or specific local ports?

All local ports

@ Specific local ports: 4242, 4243, 4250, 4255, 8080

Example: 80, 443, 5000-5010

Learn more about protocal and ports

< Back | [ Mest »

J|

Cancel

ﬁ Mew Inbound Rule Wizard
Action

S pecify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

Fiule Type ‘what action should be taken when a connection matches the specified conditions?

Protocol and Parts
@ Allow the connection

Action Thig includes connections that are protected with |Pzec as well as thoze are not.
Profile

Allow the connection if it iz secure
M ame

Thig includes only connections that have been authenticated by ugzing IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Fiule node.

Block the connection

Learn more about actions

< Back | [ Mext >

J

Cancel
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e Select which network types apply to i New Inbound Rule Wizard ==l
this rule and click next. If you are not Profile
Specify the prafiles for which this rule applies.
sure, select all.
Steps:
» Fule Type ‘when does this rule apply?
@ Protocol and Ports
& Action Domain
. Profie Applies when a computer is connected to itz corporate domain.
» Mame Private
Appliez when a computer is connected to a private network, location,
Public
Applies when a computer is connected to a public network. location.
Learn more about profiles
< Back J [ Next > ] l Cancel
. g Mew Inbound Rule Wizard @
e Name the rule CompleteView and
lick Finish riome
ClICK FInisn.

Specify the name and description of this rule.

Steps:

& Rule Type

# Protocol and Porte

@ Action

o Profis Hame:

Completelfiew
2 Mame
Description [optional):
< Back J [ Finish ] I Cancel
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Configuration of Windows Firewall on Windows Server 2008

e Right click on My Computer and
select Manage.

e Expand Configuration to see
Windows Firewall with Advance

Settings.

e Expand Windows Firewall with

File

erver Manager

Action Wiew  Help

TROUBLESHOOTING TIPS

O[]

¢==H
=Y

3 Diagnostics
=1 Hf} Configuration
() Task Scheduler

Windows Firewal with Adva
B3 Inbound Rules

5 Outbound Rules

#5 Connection Security Ru

~) Server Summary

~) Computer Information

Advance Settings to see Inbound Gy servies

Rules.

e Select Inbound Rules.

File

& WHI Control

23 storage

Action  Wiew  Help

&, Moritoring

¥ Local Users and Groups

Full Computer Name:
wiorkgroup:

Lacal area Connection:
Lacal Area Connectian 2:
Remate Deskkop:

Product 10:

™ Do not shaw me this console at logon

~) Security Information

WIN-PFIKVHEQY M

WORKGROLIP

1Pv4 address assigned by DHCP, 1Pvé enabled

Mat connected

Enabled

9Z579-0EM-7503184-62159

I server summary Help

& Change System Properties

£ yiew Network Connectians

%% Configure Remote Desktop

@ Go to Windows Firewall

Y (>

Server Manager (WIN-ZFIKYHEQYXM)

E @l et an overview of the status of this server, perform bop management tasks, and add or remave server roles and features.

ws | #E=H

e Click New Rule.

Actions

e Select Port and click next.

% E:Lizres MNarne Enabled
i Diagnostics (W BITS Peercaching (Conkent-In) BITS Peercaching Any Mo i
=] jﬁ Configuration (BITS Peercaching (RPC) BITS Peercaching Any Mo
() Task scheduler {0 BITS Peercaching (RPC-EFMAR] BITS Peercaching Any Mo v
windows Firewal with adwe | "9 BITS Peercaching (WSD-In) BITS Peercaching Any Mo 7
Iles: G COM+ Netwaork Access (DCOM-In) COM+ Metwork Access Any Mo
&5 Outbound Rules '.Q'Cﬂra Mebworking - Destination Unreachable (... Core Metworking Any Yes v
& Connection Security Ru | Core Networking - Destination Unreachable ... Core Metworking Any Yes
B, Monitaring I Care Mekwarking - Dynamic Host Configurati...  Core Metwarking Any Yes —
-f.(f; Services "Q'Core Metwoarking - Internet Group Managen..,  Care Metworking Any Yes L4
WMl Contral (@ Core Networking - TPwe (IPwe-In) Care Netwarking Any Yes EY
& Local Users and Groups | (@ Core Nebworking - Mulicast Listener Dane (ICMPvé-In) [stwarking Any Yes B
&5 Storage i Care Metworking - Multicast Listener Query (... Core Networking Any s
U Core Netwarking - Mulkicast Listener Report ... Core Metworking Any fes _—
| Core Networking - Mulkicast Listener Report ... Core Metworking Any Yes
(@ Core Networking - Neighbor Discovery Adve... Core Networking Any es
B Bk celine Meinkhow icenon ok a2 A o

Inbound Rules

New Rule...
Filter by Profile
Filter by State
Filter by Graup
Wigw

Refresh
Export List, ..
Help

# New Inbound Rule Wizard [ |

Rule Type

Select the type of firewall mle to create.

Steps:

= Rule Type

@ Protocol and Ports
Action
Prafile

Mame

What type of rule would you like to create?

" Program

Rule that controls connections for a program.

* Port

Rule that controls connections for a TCP or UDF port.

" Predefined:

BITS Peercaching

Fule that controls connections for a Windows experience.

" Custom
Cuztom rule.

Learn more sbout rule types

< Back I Meut » I

Cancel |
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e Enterin the following ports as

Specific Local Ports and click next. ~ Protocol and Ports

a. 4242 —Data Specify the protocol and ports that this wle matches.
b. 4243 -Command Steps
c. 4250 - Config Server Rule Type Does this rule apply to TCP or LIDP?
d. 4255- Admin Service Pratocal and Parts = TCP
e. 8080 - Web Server* ® Action C upp
*Optiona| @ Prafile
@ Name

Dioes thiz rule apply to all local ports or specific local porte?

= All local ports

* Specific local ports: 4242 4243 4260, 4255 8080
Exampls: 80, 443, 8080

Lear more about protocol and ports

< Back | Mext » I Cancel

e Select Allow the connection and Action

click Next. Specify the action that iz taken when a connection matches the conditions specified in the rule.
Steps:
Rule Type ‘what action should be taken when a connection matches the specified conditions?

Protocal and Ports

Action o Allow the connection

Prafile Allow connections that have been protected with IPzec az well az thoze that have not.

Mame  Allow the connection if it is secure

Allow only connections that have been authenticated and integrity-protected through the uze
of IPsec. Connections will be secured using the settings in IPsec properties and rules in the
Connection Security Rule node.

= | Bequire the connech to be -ppted
Require privacy in addition to integrity and authenticatian,
I~ | Override block rules
Useful fior tools that must always be available. such as remote administration tools. |F you

specify this option, you must alsa specify an authorized computer or computer group.

" Block the connection

Learn more about actions

< Back I Mest = I Cancel
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e Select which network types apply to

this rule and click next. If you are Profile

not su re’ Select a I I . Specify the profiles for which this rule applies.

Steps:

» Fule Type ‘wihen does this rule apply?

»  Protocol and Ports

s Aclion ¥ Domain

s Profile Applies when a computer iz connected to its corporate domain.
s Mame v FPrivate

Appliez when a computer iz connected to a private network location.

¥ Public
Appliez when a computer iz connected to a public network, location.

Leam more about profiles

< Back | Mest > I Cancel

¥ New Inbound Rule Wizard [ |

e Name the rule CompleteView Name
a nd C“Ck F|n|5h . Specify the name and description of this rule.

Steps:
# Rule Type
& Protocaol and Ports:

& Actioh
Mame:
Completeifiew

& Profile

& Mame

Desciiption [optional]:

< Back | Finish I Cancel
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4. |If you are still not able to connect to the Web Client, check the following Registry settings on the server.

a.
b.
c.

it Registry Editor
Fle Edt View Favorites Help

Click on the Windows Start Button, select run, and type regedit.

Navigate to HKeyLocalMachine/software/Policies/Microsoft/Windows NT/RPC

If RPC is present, confirm the following words are listed:

EnableAuthEpResolution

RestrictRemoteClients

If they are not present, please add them by clicking on edit and selecting new key value.

If they are present, confirm they have a value of 0.

If they are not present, please add them by clicking on edit and selecting new dword value. Once they
are added, confirm that both words have a value of 0.

Once you have confirmed the registry settings, please try and reconnect to the web client and reinstall
the Active X Control.

=10/

{

-] Classes
w1 Clents
-] Colasoft
(1] Debug
-] Dl
{1 Dell Computers
-] Deterministichetwarks
- (L] DiviNetworks

-] FieZila 3

(] Flezila Client

-] Gabest

-] Gemplus

| Dtz |
(value not set)
0x00000000 {0)
0x00000000 {0)

MName

] efalt)

Enableﬁ.uﬂnEpResoluﬁon
EiéF!.estrictF!.erru:ntEIZIient-:

Type
REG_5Z
REG_DWORD
REG_DIWORD

f

‘My Computer\HKEY_LOCAL_MACHINE\SOFTWARE Policies\Microsoft\Windows NT\RPC 4

5. If you are still not able to connect to the Web Client from a separate workstation, you can copy two files from
the server to the client machine.

a.

These two files are located in C:\Program Files\CompleteView\WebClient, on the server. The two files
you need to copy are:

i. CVVideocontrol.dll

ii. CVVideocontrol2.dll
Once you have copied both of these files, create a folder on the workstation named WebClient in the
C:\Program Files\CompleteView directory and copy two .dll files into this folder.
Next, right click on the .dll files and select Open with. Navigate to C:\Windows\System32\ and select
regsvr32.exe.
Double click on the .dlls and you will see the following messages.
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x

L]
\:!_) DlR.egisterServer in cvvideocontrol2.dll succeeded.,

x

L3
\:!_) DlR.egisterServer in cvvideocontrol. dll succeeded.

6. If you can still not connect to the web client, please contact Salient Support via email at
support@salientsys.com.
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